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Systems are Under Attack!
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EP-3 Emergency Landing in Hainan China
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F-117 Nighthawk
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F-117 Wreckage
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F-117 Canopy & Helmet in Belgrade Museum
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Aren’t We Already Covered?

Department of Defense

INSTRUCTION

NUMBER 5200.44
November 5, 2012
orporating Change 1, Effective August 25, 2016

DoD CIO/USD(AT&L)

SUBJECT: Protection of Mission Critic

neve-Fyusted Systems and Networks

References: See Enclosure 1
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1. PURPOSE. This Instruction, in accég@siice with the authorities in DoD Directive (DoDD)
5134.01 (Reference (a)) and DoDD 5144 402 (Reference (b)):
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Side Channel

Security
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3 Elements of Secure Deployed Systems

Trusted
Supply

System
Integrity
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System Integrity

Protection Against Reverse Engineering

IfigeE

Physical Access Debug Port
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Side Channel
Analysis
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Trusted Supply
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Domestic
DMEA-certified

Trusted & managed

design facility supply chain Domestic
Robust IT security Inspectable BIOS DMEA-certified
posture and network stack | manufacturing

Robust IT security
posture
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Putting it All Together

Rugged Trusted

System Integrity
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Example Secure Solutions: VPX & ATCA

Secure Solutions can be Open & Modular!
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Now Available as a Secure Rackmount Server

Secure Solutions can be Highly Affordable!
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It’s Like Magic!

Counterfeit Backdoor

Component /.:

Tampering )

Side Channel\i
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Secure Deployable Xeon Servers
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e No reverse engineering

Trusted

* No backdoors, no counterfeits

Rugged

e No failures at temperature, shock, or
vibration
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Thank you!

= mercury

" s stems.

INNOVATION THAT MATTERS ™




	The Magic of Secure Processing
	Systems are Under Attack!
	EP-3 Emergency Landing in Hainan China
	F-117 Nighthawk
	F-117 Wreckage
	F-117 Canopy & Helmet in Belgrade Museum
	Aren’t We Already Covered?
	What is the Cure?
	3 Elements of Secure Deployed Systems
	System Integrity
	Trusted Supply
	Putting it All Together
	Example Secure Solutions: VPX & ATCA
	Now Available as a Secure Rackmount Server
	It’s Like Magic!
	Secure Deployable Xeon Servers
	Thank you!

